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About this manual

This manual contains information on installation and operation of the

UPSentry 2012 software.

Save this Manual

This manual contains instructions and warnings that should be
followed during the installation, operation and storage of this
product. Failure to heed these instructions and warnings will void

the product warranty.
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1. Overview

The UPSentry 2012 is a software that communicate with a Delta UPS to retrieve
the UPS information then protect the operating system which is supplied power
by the UPS during power events (Such as input power fail). Through a Web
Browser, you can easily obtain the current UPS status, configure your shutdown
strategy and watch the countdown to shutdown information. Furthermore,
UPSentry 2012 has the ability to notify the device managers through e-mail and
SMS.

UPSentry 2012 works with multiple ShutdownAgent 2012 to protect a huge

number of hosts which are powered by the UPS.

| ShutdewnAgent ShutdawnAgent
UPSentry 20 '

SNMP Trap Forward Trap

v

SHNMPwL

SPHMEP w3

255 nodes ) 255 nodles

1. Work with ShutdownAgent 2012 to protect a huge number of hosts:

32 nodes
UPS

L 4

1.1 Features

Each UPSentry 2012 can connect up to 255 ShutdownAgent 2012. Each
ShutdownAgent 2012 can forward the received SNMP trap to up to 255
ShutdownAgent 2012.

2. Support Delta regular protocol through RS232 to monitoring and control
the connected UPS.

3. Support Delta HID protocol through USB to monitoring and control the

connected UPS.
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4. Support SNMPv1, v2c and v3 trap.

5. Support SMS for mobile notification.

6. Support SNMPv1, v3 server access for monitoring UPSentry 2012 status
and configure shutdown parameters.

7. Provide web interface through HTTP and HTTPS.

8. Has the ability to send e-mail and SMS to notify the user and device
manager.

9. Support scheduling shutdown, restart and battery test.

10. Provide the batch configuration to deploy settings at a finger click.

11. Provide console configuration for basic system parameters setup.

12. Support 32/64 bits software programs.

1.2 OS Support

Windows XP-sp2, Vista, 7

Windows 2003, 2008

Windows 2008 Server Core, Hyper-V 2008 R2
Linux OpenSUSE 11.4

Linux ubuntu 10.04

Linux Fedora 3.1.9

CentOS 5.8

Citrix XenServer 6.0.0

Linux KVM
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2. Installation/ Uninstallation

2.1 For Windows System
There are 2 of setup programs: UPSentry-2012-Setup(win32).exe and
UPSentry-2012-Setup(x64).exe. One is for 32 bit Windows operating system

and the other one is designed for 64 bit Windows environment.

2.1.1 Installation Process

1. Execute the UPSentry-2012-Setup(xxx).exe to run the setup program.
2. The welcome page will first display, press the “Next” button to continue

the installation or press the “Cancel” to stop the installation.

8 k)
UPSentry 2012 - InstallShield Wizard =5

Welcome to the InstallShield Wizard for
UPSentiy 2012

The InstallShield ‘Wizard will install UPSentry 2012 on pour
computer. To continue, click Mexst.

¢ Back [ Mext » ] [ Cancel ]

%

3. Then continue to show the license agreement page. Press “Yes” button

to continue the installation and “No” to stop the installation.

g T
UPSentry 2012 - InstallShield Wizard =5
License Agreement ‘ Y i
Fleaze read the following license agreement carefully, I".-‘h

Frezz the PAGE DOWN key to see the rest of the agreement.

Delta grants the customer a licenze to uge the software subject to the following: -
1.GRAMNT OF LICENSE] £
Thiz Licensze Agreement permitz you to uge one copy of the Delta software program(s] 3
included in this package on a single terminal connected to a single computer or a

network.

2 COPYRIGHT.

The SOFTWARE is owned by Delta Electronics, Inc. and iz protected by international

treaty provisions and all other applicable national laws. Custome agrees that it does not

have any title or awnership of the SOFTWARE, other than ownership of the physical

media. Therefore, you must treat the SOFT'WARE like other copyrighted material -

['o you accept all the terms of the preceding License Agreement? [F you | =
zelect Mo, the zetup will close.  To install LIPSentry 2012, you must accept =

thiz agreement.

< Back " Yes ] [ Mo ]
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4. At this stage you can change the destination location by pressing the
"Browse” button or just press the “Next” to install the software in the

default path.

i b |
UPSentry 2012 - InstaliShield Wizard =57

Choose Destination Location ‘ [

Select folder where setup will install files. I"- '._.

Ta install to this folder, click Nest. Toinstall to a different folder, click Browse and select
anather folder.

Setup will ingtall UPS entry 2012 in the following folder.

Destination Folder

C:\Program FileshPSent 207124 Browse... |

| < Back |i- Mext » ;I[ Cancel ]

%

5. Now the setup program is ready for your confirmation to start copying the
related program files. Press the “Install” button to start copying the
software to the destination location in your hard drive.

6. Now the setup program is copying the files and shows the progress.
( UPSentry 2012 - InstallShield Wizard Lﬁﬁ

Setup Status ‘ i
ol

The InzstallShield ‘wizard iz installing UPSenty 2012

Copying new files

b

7. After complete the installation, press the “Finish” button to exit the

installation process.
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-
UPSentry 2012 - InstallShield \Wizard

Install5hield ‘Wizard Complete

The InstallShield Wizard has successfully installed UPS entry
2012, Click Finish to exit the wizard.

Cancel

8. After finishing the installation, UPSentry 2012 will start the service
program automatically and add an icon to indicate its status to the
desktop tool bar. Meanwhile, a dialog box pops up to ask for launching
the console configuration application to do the basic configuration. If you
are not operate a Windows server core operating system then you can
ignore this ask. Just press “No” to finish the installation. Press “Yes” to
launch the console configuration in the shell mode. Please refer to the

chapter 3 for the detail.

r .|
UPSentry 2012 - InstallShield \Wizard e |

Do you want to launch the UPS-Config to configure the basic parameters?

=0 J[ Fm ]

L

The UPSentry 2012 software is comprised of two modules:

A Service module (UPS Service: UPS-Service.exe), which runs in the
background as a Service and communicate with the UPS through the assigned
serial port.

A Status module (UPS-Status.exe), which enables you to control and
configure the software through drop down menus and dialog boxes. It also
allows you to launch the web browser and login automatically to monitor,

configure and control the software.
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After finishing the installation, the setup program will create a UPSentry 2012

association with the following shortcuts:

® Console Configure: To launch the UPS-Config.exe for you to quickly
configure the basic communication parameters.

® Uninstall: To remove the UPSentry 2012 from your hard disk, the
configuration data will still be kept in the installed directory.

® User Manual: The user manual in pdf format.

® Web Monitor: The major user interface of UPSentry 2012, used to monitor

and configure the software.

2.1.2 Uninstallation Process

1. Select the Uninstall from the UPSentry 2012 program folder to start the
un-installation process. Or you can start the UPSentry 2012 uninstallation
process from the Add/Remove Program of the Control Panel.

2. Pressthe "OK" button to confirm removing all of the application from

the hard drive or “Cancel” to cancel the un-installation process.
( UBSentry 2012 - InstallShield Wizard L_P

Do you want to completely remove the selected application and all of its
features?

(=0 ][ =0

3. Pressthe “Finish” button to complete the un-installation process.
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UPSentry 2012 - InstallShield Wizard

Uninstall Complete

InstallShield Wizard has finished uninstalling UPSentry 2012,

¢ Back Finizh Cancel

2.2 For Linux System

2.2.1 Installation Process

1.

UPSentry 2012

Please login to the Linux system and change to the root account:

su root

Copy the uc2012-linux.tar.gz to the /tmp directory:

cp uc2012-linux.tar.gz /tmp
Change your working directory to /tmp:
cd /tmp
Uncompress the uc2012-linux.tar.gz:
gunzip uc2012-linux.tar.gz

Extract the uc2012-linux.tar:

tar xvf uc2012-linux.tar

Run the install script:

./install
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| UPSentry 2012 for Linux
| Copyright (c) 2012 Delta Electronics, Inc. |
| All Rights Reserved.

Do you want to install the UPSentry 2012? [y|n]

7.Press 'y" tostart the installation process:

| UPSentry 2012 for Linux
| Copyright (c) 2012 Delta Electronics, Inc. |
| All Rights Reserved.

The destination directory is /usr/local/upsentry.

Copying files .......ccvvvnn.
Install service link.

UPSentry 2012 @:off 1:off 2:0ff 3:on 4:off 5:on 6:0ff
Starting UPSentry 2012(upsentryd) ... done

Do you want to configure the UPSentry 2012 right now? [y/n]

Now the UPSentry 2012 has been installed in the following directory
/usr/local/upsentry/ and the service program starts up automatically.
Press 'y tolaunch the /usr/local/upsentry/configure program to
configure the basic networking parameters for UPSentry 2012 or press

'n' to finish the install process.

Please see chapter 3 for more information if you want to configure the basic

networking parameters.

2.2.2 Uninstallation Process

1. Please login to the Linux system and change to the root account:

Ssu root

2. Change your working directory to /usr/local/upsentry:
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cd /usr/local/upsentry
Run the uninstall script to remove UPSentry 2012:
Juninstall

1,1

Press 'y’ to startthe uninstallation process.
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3. Console Configuration

The configuration program is design to do the basic configuration for the

UPSentry 2012 in the shell mode. The software can be launched at the end of

the installation process or you can go to the installed directory to launch it

manually.

For Windows it locates in  “C:\Program Files\UPSentry 2012\UPS-

Config.exe”

For Linux it is installed in  “/usr/local/upsentry/configure”

-

.SNMP Server Port:
HITP:

HITPS:

-HITP Port:

-HITPS Port:
-Hanageahle:

-Save

.8et Fipewall

-Restart UPSentry Service
-Exit
Please Enter Your Choice =>

1 ' Ch\Program Files\UPSentry 201 2\UPS-Config.exe

|.|:|i|E| %1

3.1 Console Menu

No. |Function Description Default

The UDP port for replying SNMP get/set

1. |SNMP Server Port P PYIng J 161
commands

2. |HTTP Enable or disable the HTTP protocol Enable

3. HTTPS Enable or disable the HTTPS protocol Enable

4. |HTTP Port The TCP port for HTTP 80

5. |HTTPS Port The TCP port for HTTPS 443
Allow the management software to manage

6. |Manageable Enable
UPSentry 2012

7. |Save Save the configured parameters to config.ini
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Insert or remove the firewall rule for the
UPSentry 2012. This option is provided for
Set Firewall quickly testing the network communication. The

firewall settings may be recovered after the OS

reboots.
Restart UPSentry )
. Restart service program to apply the changes
Service
Exit Exit the configuration program
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4. Operation in Windows

After installation, the UPSentry 2012 places an icon in the desktop toolbar to

indicate the status of monitoring UPS.

Icon Description

Normal

Service stop

UPS on battery mode

UPS battery low

UPS on bypass mode

®IREE | ®OE

UPS disconnect

To show the pop up menu, please move the mouse cursor over the UPSentry 2012

icon and click the mouse button to pop up the menu:

Web Monitor...
Property...

v Show Countdown
Cancel Countdown
Pause MNotify Message

Stop Service

4.1 Web Monitor

UPSentry 2012 implemented a web engine to provide the web interface to
interact with the end customers. You can monitor and configure the software
through the web interface.

Select the Web Monitor menu item from the menu to launch the default web
browser, if your login account in the Windows system belongs to the local
Administrators group then UPSentry 2012 will login to its web engine
automatically as the administrator privilege. If you connect a web browser
from a remote PC then you have to key in the account and password by
yourselves.

For more detail information about the web operation, please refer to the

chapter 5.
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Select the Property menu item will pop-up the Property dialog box which

provides another quick way to configure the basic parameters of UPSentry 2012.

From the General page you can observe the software version number, IP

addresses and host name.

Host Information

IP Address=

r
UPSentry - Property | # &J
Cienaral |
Systam
UPSentry Language:
02.01.01 English v_|

|feB0::a8c0:a23a:54a2:62e5%10
[172.16.186.97
|feB0::b93a:1c20:a5h2:3239%28
[192.168.56.1

Host Mame= WTN1NBOOST
Web
v WIHTTE  Port= 80
[VIHTTPS  Port= 443
-
T =
Login Account... ‘
[ &= || EE |

4.2.1 Language:

Select the supported language from this option.

4.2.2 HTTP:

To enable/ disable the HTTP protocol, assign a different number of the Port

number to change the HTTP connection through the other network port. The

default value is 80.

If you have changed the HTTP port number from 80 then you have to key in

the connection URL as the following:

http://192.168.1.100:8001

where 192.168.1.100 is the ip address of the PC which UPSentry 2012 installed

and the 8001 is the port number which you assigned.
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NOTE: Please check the Windows firewall setting if the HTTP connection is

refused.

4.2.3 HTTPS:

To enable/ disable support the HTTPS protocol, assign a different number of
the Port number to change the HTTPS connection through the other network
port. The default value is 443.

If you have changed the HTTPS port number from 443 then you have to key in
the connection URL as the following:

https://192.168.1.100:4430

where 192.168.1.100 is the ip address of the PC which UPSentry 2012 installed
and the 4430 is the port number which you assigned.

NOTE: Please check the Windows firewall setting if the HTTPS connection is

refused.

4.2.4 Login Account:

The UPSentry 2012 implements 3 levels of authentication for the web login as
the following.
Administrator:
Has sole right to modify the UPSentry 2012 system settings.
Device Manager:
Does not permitted to change the system settings but has the ability to
configure the device settings.
Read Only User:
Can observe the connected devices only.
The following is the default account and password list, please note that they

are case-sensitive.

Account Password
Administrator admin password
Device Manager device password
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Read Only User user password

Web Login Account @

Administrator

Account:  admin

Password: eesssese

Device Manager

Account:  device

Password: weesssese

Read Only User

Account:  ser

Password: eesssese

4.3 Show Countdown

Select the Show Countdown menu item to display the countdown windows when

the UPSentry 2012 start to counting down the OS shutdown delay.

UPSentry Clo..,

4.4 Cancel Countdown

Select the Cancel Countdown menu item during the counting down to stop the
shutdown process. To resume the shutdown process, please de-select the Cancel
Countdown menu item to continue counting down the OS shutdown delay.

In addition to de-select the Cancel Countdown menu item to continue the
countdown process, when the shutdown event changes the software will start a

new countdown process.
4.5 Pause Notify Message

Stop the event message notification periodically. The notification will be resumed

next time the status changes.
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4.6 Stop Service

Select the Stop Service menu item to stop the UPSentry 2012 service module. To

start the service again please de-select the Stop Service menu item.
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5. Web Interface
5.1 Run a Web Browser

To connect a web browser from the same PC which UPSentry 2012 installed,
please select the Web Monitor from the toolbar menu, UPSentry 2012 will open
your default web browser and if your Windows account belongs to the local
Administrators group then the UPSentry 2012 will login as an administrator for
you automatically.

UPSentry 2012 allows at most 16 users login at the same time.

You can also connect a web browser from a remote PC, please follow the steps:
Start your Web Browser. Enter http: //host_name or http: //ip_address in the
address bar for the plain text web transmission or https: //host_name or https:
//ip_address for the encrypted web transmission. If you have changed the port
number of HTTP or HTTPS then please enter http: //host_name:port_number or
http: //ip_address:port_number in the address bar for the plain text web
transmission or https: //host_name:port_number or https:
//ip_address:port_number for the encrypted web transmission

The UPSentry 2012 will then ask your account and password. After keying in the
correct account and password, the UPSentry 2012 Home Page will appear on the

screen.

=[O |

a )| @ hitp://1270.01/logoutasp £~ & % || @ Web Server Login > L ‘

UPSentry 2012

User Name : |

Password :

ok ]

Site IP: 192.168.2.200

Copyright ©, All rights reserved.
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Note: The UPSentry 2012 will logout the user automatically if there is no any
data transmission through HTTP/HTTPS for more than 30 minutes.

5.2 Monitor >> Information >> Summary

This web page includes the information of identification, shutdown status, UPS

status and the last 5 event logs.

-
e. f :-| @ http://172.16.186.104/home.asp L~ X H & UPSentry Cloud
& nerra RSSO 2012
i System Time : Wed 05232012 PM 02:13:34
Summary o Monitor » Information » Summary
Battery | Summary Shutdown |
InfOut/Bypass It_ienrrﬁtxuon Shu_niown
Model: GES302N 100098 Type: ©Cn line Shutdown Type: Shutdown
Identification Foimar i S
ing VA" ¥
05 Countdown: 04:46
Status Indication e
UPS Properties Schedule
ShutdownAgent e Nesxdt Shuldown Time:
@ UPS Communication: Mormal 05232012 74:00 g
@ UPS Health: Normal Next Restart Time 3
. e 05/24/2012 B7:00
@ Output Source: Next Test Time:
y @ Output Load: 0% 057252012 12:00
1 . Next Deep Batt. Test Time:
: ) @ Battery Status: Normal 060412012 12:00
[} & Waekly Schedule
@ Battery Capacity: [TIITIITITIRL G | Specific Scheduls
| Last 5 Event Log
Code Date/Time Event Level Event Descripfion
1 2 D5/23/2012 14:13:34 System Account admin login from 172.16.186.89:19587
2 3 05/23/2012 14:13:30 System Account logout from 172.16.186.8%:4608
3 [ 05/23/2012 14:13:23 i
4 174 05232012 14:13:23 Information Battery iz dizscharging
5 166 05232012 14:13:23 th B
EventLog..
-

Identification

Display the UPS model, serial number, UPS type and rating VA.
Shutdown

Display the shutdown type (Shutdown, Power Off, Hibernate) and the

countdown time to shutdown the OS in second.

UPS Properties
List the major UPS properties for monitoring the UPS health, output and

battery status.
Schedule
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Calculate the nearest time to shutdown, restart, do the 10 seconds test

and deep battery test in 1 month from weekly schedule and specific

schedule.

Last 5 Event Log

Show the last 5 event logs, if you want to see more event log please visit

the Event Log page.

5.3 Monitor >> Information >> Battery

Go to Monitor >> Information >> Battery to view the information of Battery

Status, Battery Measurement, Battery Cabinet and Replacement Date.

£ - & % || @ UpSentry Cloud il

G- || @ hitp//17216.186.104/home asp

==

UL RL 258

UPSentry 2012

| A AELTA
' \

|  Monitor

ooy About

Monitor » Information » Battery

Summary
Battery o Battery
InfOut/Bypass Status
Status: Normal
Identification
Charger: Rest
Status Indicafion on Baﬂe_r_y:_ﬁme 0 SEcond_ff:\“
Measurement
ShutdownAgent = o
Batiery Capacity. |[WUNRBERERN 100%
Voltage: 82.1 v
v Temperature: 28 L
., Replacement Date
£ Last Battery Replacement Date:

01i30/2012 (mmpiyyyy)
Mext Battery Replacement Date:
01/30/2015 MMDDYYYY)

(% Home

The power behind competitiveness |
System Time : Wed 05/23/2012 PM 02:12:32

[ Logout |English [=] |

5.4 Monitor >> Information >> In/Out/Bypass

Go to Monitor > > Information >> In/ Out Parameters to view the information of

Input Measurement, Bypass Measurement and Output Measurement.
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=
au' )| @ hiio//17216.186.104 home.asp p-ax Hqsumentrycloud x Tk 1t
(% Home [T Logout |English E[
A e SRnay save
The power behind competiti
i System Time - Wed 05/23/2012 PM 02-11:54
Summary Monitor » information » In/Out/Bypass
Batiery Input | Output |
o
In/Qut/Bypass [»] Frequency: 59.9 Hz Measurement
Voltage: 111.3 v Output Source: Normal
Identification k Frequency: 59.9 -
Status Indicafion Bypass Voitage: 110.1 v
| Cument: 0.0 A
ShutdownAgent Freguency: 60.0 Hz Power: 0 Watt
Voltage: 110.3 v
Current: 0.0 A Loadingz:4 *
Power: 0 Watt
B
4 ¥ Qutlet Bank
_ b n 1 m 2
yright tronics, Inc.-All Rights Reserve

5.5 Monitor > > Information > >Identification
Go to Monitor > > Information >> Identification to view the information of

Identification and UPS Rating.

—r

oy
L 8 228

e. 7 :.‘ @ http//172.16.186.104/home asp D-OX H @ UPSentry Cloud

< i

(% Home  [77| Logout | English [Z_[
A nerta s
The power behind competitivens
System Time : Wed 05/23/2012 PM 02:12:17
DL ey About
Summary Monitor » Information » Identification
Battery Identification UPS Rating
In/Out/Bypass Model: GES302N100098 VA Jwva
Z ; Type: Online Power. Z.1kw
Identfication ° UPS Firmware: 04 Input Voltage: 110 v
Status Indication Web Fimware: 02.01.01 Output Voltage: 110 v
Frequency: 60.0 1z
ShutdownAgent Battery Voltage: 72v
High Transfer Voltage: 140 v
Low Transfer Voltage: 50 v
v 4 _
R "._\ pyright @ 2012 Delta nc. All Rights Reserved
=

5.6 Monitor > > Information > >Status Indication

Go to Monitor > > Information >> Identification to view the information of

Identification and UPS Rating.
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p

e‘ 7\|$ http://127.0.0.1/home.asp

P~BoX ” @ UPSentry Cloud

About

UPSentry 2012

Monitor » Information » Identification

System Time : Thu 05/03/2012 PM 06:28:32

Summary

Battery | Identification ‘ UPS Rating

In/CutBypass Model: SUTS0RTXLCD2U VA: ThOVA
3 B Type: On ling Input Voltage: 120V

Identiflcation o UPS Firmware: TRIPPLITE Frequency: 60.0Hz

Status Indication Web Fimmware: 00.00.0a Battery Voltage: 24 v

Serial Number:  12345678901234567630 High Transfer Voitage: 150 v
ShutdownAgent Low Transfer Voltage: 55V
righ Deita Elect Inc. All

5.7 Monitor >> Information >>Power Module

Go to Monitor > > Information >> Power Module to view the information of

Power Module Bypass and Power Module ID1/ 2/ 3/ 4. Please note that this page

only appears when your UPS has designated power modules.

= L= g

e\ L || m http:/7127.0.0.1/home.asp

P~-BeX |I @) UPSentry Cloud

~ Il

N e

it %7 503

Identification

Status Indication

!_ A hELTA

Summary Monitor » Information » Power Module
Battery | Power Module Bypass |
IniCul/Bypass @ Bypass Voliage/Fraquency Abnormst

@ Bypass Phase Sequence Abnormal
Q Bypass 5TS Overload
@ Bypass STS Over Temparsture

@ Bypass 5TS Fail

UPSentry 2012

The power behind competitiveness |
Sysiem Time - Fri 05/04/2012 PM 02-15:00

i Home Cllogost |English [w] | 4

Power Module [+]
ShutdownAgent
Power Module
D1 D2 Dz iD4
; PFC Temp: 30 =C PFCTemp. 30 -C PFC Temp: 30 =T PFC Temp: 30 *C
- Inverter Temp.: 30 c Inverier Temp.: 30 © Inverter Temp.: 30 < Inverter Temp.: 30 c
' 4
——— ﬂ\' InvererR Volt: 2200 v Invester-R Violt 22000 v Inverter-R Volt 2200 v Inverter-R Vol 2200 v
- Inverter-S Voli: 220.0 V Inverier-S Violt: 2200 V Inverter-S Volt: 2200 V Inverter-S Voit: 2200 V
Inverter-T Volt: 220.0 V Inverter-T Violt 2200 V Inverter-T Volt 2200 YV Inverter-T Vol 2200 V

5.8 Monitor >> Information >>ShutdownAgent

This web page collects all of the ShutdownAgent 2012 which you assigned to

work with UPSentry 2012 to protect a group of servers.
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e‘ : _7_.3'\ @ htp//127.0.0.1 horme asp p-Bex || & UPSentry Cloud x YR

(% Home [ Logout |English [~]
‘ A AELTA UPSentry 2012

The power behind competitiveness
System Time - Fri 05/18/2012 PM 05:41:25

Summary Monitor » Information » ShutdownAgent
Batiery
[ ShutdownAgent 2012 List
InfOut/Bypass " |
IP Address os cm;:;‘:_‘;“ Reason I'm::ﬂ;‘ch

Idenfificalion

172.16.187.243 XPF i Service Pack 2
Status Indication - A ) e ——— !

172 16 18610 Mi ft Wind Server 2003, Edition

@2 “rssomware Service Pack 2 (build 3750) HNone 2

ShutdownAgent 0

5.9 Monitor >> History >>Event Log

Go to Monitor >> History >> Event Log >> Page 1/ 2/ 3/ 4 to see events that
occur. The existing ones are overwritten when the maximum number of entries
(10,000) is reached. You can also download the entire event log archive

(event_log.csv) recorded during an assigned period of time on your computer.

e\ - 7__]‘ @ http /127,001 /horme asp o~-BdX |I & UPSentry Cloud ” AL A

{% Home [T Logout | English B -
‘ A AELTA UPSentry 2012
[l \

... The power behind competitiveness
Sysiem Time - Fri 05/15/2012 PM 05:36:22

Event Log [+] Monitor » History » Event Log » Page1

n

Data Log | Event Log ‘

Configure @ page EN Downioad All

©) From 05/18/2012  (MMDDYYYY) To 05182012  (MWDDIYYYY)

3 Code Date Time Level Event Log e
;j 2 0511872012 17:19:58 System Account admin login from 127.0.0.1
< 051872012 17:18:20 System IPv4-HTTP: OK IPv6-HTTP: OK IPv4-HTTPS: OK IPv6-HTTPS: OK
—_ ) 05/18/2012 171820 System IPv4-SNMP Server: OK IPv6-SNMP Server: OK
S & 0 05182012 171815 System Service program startup
. 1 05/18/2012 17:18:07 System Service program is terminated
2 05/18/2012 17:17:24 System Account admin login from 127.0.0.1:45887
0571872012 17:17:22 System IPv4-HTTP: OK IPv6-HTTP: OK IPv4-HTTPS: OK IPv6-HTTP5: OK
051872012 171722 System IPu4-SNMP Server: OK IPvE-SNMP Server: OK
0 05182012 171717 System Service program startup

Date: The date when the event occurred.

Time: The time when the event occurred.

Level: The Event Level of the event occurred.

Event Log: The description of the event that occurred.

Download Event Log from UPS
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The UPSentry 2012 sends a request to the UPS, collects the event logs saved
in the UPS, and replies to the user through network. Please note that this
option only appears when the UPS supports this function, and the event logs
saved in the UPS may be different from the event logs saved in
the UPSentry 2012.
5.10 Monitor >> History >>Data Log
This web page lets you observe the history values by the a single date, a month, a
year and a user defined period of time. You can also download the history data by

clicking the “Download” button.

5.10.1 Observe by Day

Click on the top Day tab to observe the history values by a specified date.
Date Text Box:
Click on the Date text box to pop-up a calendar to pick up a date to
observe the history values for the connected UPS.
Line Chart:
Each color of line indicates the choose value item. Move your mouse
over the line to display the time and associated value.
Color Boxes:
Click on the color boxes of items to disable drawing the line, click
them again to enable drawing the line.
Download:

To export the energy data to a .csv file.
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= | E =
a‘ || @ hiip//172.16.186 80 home.2sp pP-ex H @ UPsenty 2012 L_J ;
) {fy Home [ Logout |English |=]
A e I ey i
g The power behind competitiveness
\ Device System Time - Wed 06/13/2012 PM 06:51:24
informaton About
Event Log Monitor » History » Data Log » 06/12/2012 ~ 06/12/2012
Data Log 0 Data Log | Day | | ‘ ! | |
Canfigure During: @ 061212012 © ltem 1 : [Out Volt-1 (Lo / Hi) [=]
2 {In Voit-1 (Lo / Hi) B3}
v a1 150
1 126 L1 3
=
== o P2V o ey risiins] | 1o
114 k131
109 - 124
103 - 118
g =111
02 - 105
861 - 99
81 92
04 05 06 07 03 03 09 10 11 11 12 13 14 15 15 16 17 18 18 19 20 21 2 2 2B L4
© M Out Volt-1 (Lo / Hi) 8 In Volt-1 (Lo / Hi) M
Display Detail Dala...
5.10.2 Observe by Month

Click on the top Month tab to observe the history values by a specified

month.

Date Text Box:
Click on the Month text box to pop-up a calendar to pick up a month
to observe the history values for the connected UPS.

Line Chart:
Each color of line indicates the choose value item. Move your mouse
over the line to display the time and associated value.

Color Boxes:
Click on the color boxes of items to disable drawing the line, click
them again to enable drawing the line.

Download:

To export the energy data to a .csv file.

5.10.3 Observe by Year

Click on the top Year tab to observe the history values by a specified year.
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Year Text Box:
Click on the Year text box to pop-up a calendar to pick up a year to
observe the history values for the connected UPS.

Line Chart:
Each color of line indicates the choose value item. Move your mouse
over the line to display the time and associated value.

Color Boxes:
Click on the color boxes of items to disable drawing the line, click
them again to enable drawing the line.

Download:

To export the energy data to a .csv file.

5.10.4 Observe by User Defined

Click on the top Specific tab to observe the history values by a period of

time.

Date Text Box:
Click on the Date text box to pop-up a calendar to pick up a range of
date then press the Apply button to observe the value items.

Line Chart:
Each color of line indicates the choose value item. Move your mouse
over the line to display the time and associated value.

Color Boxes:
Click on the color boxes of items to disable drawing the line, click
them again to enable drawing the line.

Download:

To export the energy data to a .csv file.
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[E=EEE
a{ __‘.|ag http://172.16.186.104/home asp D-ex H @ UPsentry Cloud X WA
% Home [ Logout [English [=] | *
‘ A nerma i
The power behind competitiveness
|  Monitor | System Time : Wed D5/23/2012 PM 02:49:55
Information History About
Event Log Monitor » History » Data Log » 05/22/2012 ~ 05/23/2012
Data Log 0 Data Log ‘ y || M H H Specific I
Canfigure During: 05272012~ 057232012 ftom 1 < In Volt1 (Lo /H)__ E [ Download |
2 :[Out Volt-1 (Lo 7 Hi)
. 122 Rri =
Y : K
4 1144 '||..”m.... e p '|' s ", - 125
—_— } 100 { ( I k110
864 ; I Fos
714 ‘ I i b8
57+ [ r63
434 I L7
204 t 3
14 I - 16 L
I | :
12 05222012 05220012 06232012 05232012 05242012
000000 0522012 pg3600 05222012 191200 05232012 padgon 06232012 142400 05232012 000000
o 044300 142400 000000 093600 ©
M In Voit-1 (Lo / Hi) 5 Out Volt-1 (Lo / Hi)

5.11 Monitor >> History >>Configure

Go to Monitor >> History >> Configure to clear the history data logs and event

logs. You can also assign the Save Data Interval.

—= —
e"— )| @ heip/r127.001 home aso P-Bex H & UPsentry Cloud x {nt vy 15
(% Home  [J Logout |English E[
‘ A nerta UPSentry 2012
I The power behind competitiveness
| System Time : Fri 05/18/2012 PM 05:35:01
Information  [INIEEVANN About
Event Log Monitor » History » Configure
Data Log ‘ History Data | ‘ Event Log ‘
| 1 I
Configure — - .
fig ° Data Storage: 12 month(s) Maximum event log entry: 10000
3,
4 ‘ Auto Export |
- =
A
- j Interval: D|sab|eE] minute(s)
Path Name: (File Name: UPS csv)
C:\Program Files\UPSentry
Cloud\Reporth
Apply

Clear Event Log: To clear the whole data log.
Data Storage: To assign the months to save data log.
Auto Export: To save the UPS data in the specified directory by the assigned

interval. The software creates the "UPS.csv” to export the inverter data.
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Interval: The interval to append the UPS data to the file.
Path Name: The directory for UPSentry 2012 to create the related file.

5.12 Device >> UPS >>Configure
Go to Device >> Management >> Configure to configure the UPS. The

configuration values are saved in the UPS or in the UPSentry 2012 and these

values change UPS operation. The configuration items include the following.

= | B [t
a- || @ http//172.16.186.104/home asp p-dX || & UPSentry Cloud | J BoA

: .iinme ] -Lognut. .F:nghs.h IZ‘

UPSentry 2012

The power behind competitiveness |
Sysiem Time - Wed 05/23/2012 PM 02:15:41

Configure 0 Device » UPS » Configure

Control Configure |

Event Level

Battery Replacement Date

Transfer Voltage

Previous Replacement: 01/30/2012  (MM/DD/YYYY)

Next Replacement: 01/30/2015 (MM/DD/YYYY)

Battery Replacement Nofification: [7] Enable

illl@

0 days )
Refresh Submit |

Description: After the batery replacement dates are assigned, the card then send
the command to store these date information in the UPS

Please note that different UPSs may support different configuration options.
Auto Restart

After you click Submit to confirm your auto restart setup, the UPSentry 2012
will send the command to the UPS to enable auto restart.

UPS Buzzer

After you click Submit to confirm your buzzer setup, the UPSentry 2012 will
send the command to the UPS to enable buzzer.

Voltage Sensitivity

After you set up your voltage sensitivity (there are Normal, Reduced, and Low
selections) and click Submit, the UPSentry 2012 will send the command to the
UPS to enable the UPS’ s voltage sensitivity function.

Transfer Voltage

After you click Submit to confirm your transfer voltage setup, the UPSentry

2012 will send the command to the UPS to enable the relevant functions.
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Low Battery

This configuration saves the setup values in the UPSentry 2012 and compares
with the values received from the UPS. If the received battery level is lower
than the assigned one, the UPSentry 2012 will trigger a low-battery alarm.
Battery Replacement Date

After you set up battery replacement dates, the UPSentry 2012 will send the
command to the UPS and save the information in the UPS.

External Battery Pack

After you click Submit to confirm your external battery pack setup, the
UPSentry 2012 will send the command to the UPS and save the external
battery pack quantity in the UPS.

Bypass Transfer Frequency

After you set a tolerance of bypass transfer frequency and confirm your setup,
the UPSentry 2012 will send the command to the UPS. If the UPS transfers to
bypass mode and the bypass frequency is out of the tolerance, output will be
turned off and critical loads will be protected.

Bypass Transfer Voltage

After you set a tolerance of bypass transfer voltage and confirm your setup,
the UPSentry 2012 will send the command to the UPS. If the UPS transfers to
bypass mode and the bypass voltage is out of the tolerance, output will be
turned off and critical loads will be protected.

Periodic Auto Test

This configuration is used to set up battery test time. After you confirm your
setup, the UPSentry 2012 will send the command to the UPS and save the
setup in the UPS. When the test time is due, the UPS will automatically
perform the battery test.

Output Dry Contacts

After you click Submit to confirm your setup of output dry contacts, the
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UPSentry 2012 will send the command to the UPS, save the values in the UPS,
and report the current UPS' s status.

Customerized Battery Test

This configuration lets you set the battery voltage and test time to check the
battery. If the battery can sustain the assigned test time during discharge and

the battery voltage is higher than the assigned value then the test is passed.

5.13 Device >> UPS >>Control

Go to Device >> Management >> Control to configure relevant control
commands. After you click Submit, the UPSentry 2012 will send the according
commands to the UPS to enable relevant functions. The control items include the

following.

= | B [

G‘ “Q) http://172.16.186.104 /home asp D+ X || & UPSentry Cloud : ‘ J

'.Huma | i.ogou‘t. .E-ngllé.h E|

UPSentry 2012
The power behind competitiveness |
System Time : Wed 05/23/2012 PM D2:16:53

Gonfigure Device » UPS » Control

Control O | Control |

Selecl UPS Control.

Evenl Level Outict trol

o Qutlet Control
Buzzer Mute

Outlet Bank 1: Turn OFF in 60 Seconds

Switch Bank
Outlet Bank 2: Turn OFF in 60 Seconds

= / Swilch Bank —
Description: Press the Switch Bank button to control the UPS output relay to tum
on or off.
Detail ..

After you select the battery test type and click Submit, the UPSentry 2012 will
send the command to the UPS to enable the battery test accordingly.

Outlet Control

Press the Switch Bank button to control the UPS output relay (on or off).
Buzzer Mute

Provide an interface for you to mute the UPS buzzer during alarming, the

buzzer will resume to alarm next time when the power event occurs.
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5.14 Device >> UPS >>Event Level

Go to Device >> UPS > > Event Level to set up a level for an event. If you want
to receive an event notification, please refer to 5.22 Notification - SNMP Trap

and 5.23 Notification - Mail Server.

, S
G )| @ hip/17216186.104/home 55p p~ex ” & UPSentry Cloud X fnr 7 62

ff Home  [] Logout |Engtish ] | =
‘ A AELTA UPSentry 2012

The power behind competitiveness |

System Time : Wed 05/23/2012 PM 02:17:15

m

Gonfigure Device » UPS » Event Level
Control | Event Level ‘
Event Level [+] Event: Over temperature

Level: | Alarm 7 [E[ Update

Event Description i Level
/ 1 Ol Alarm
4 2 Recover from over temperature Alarm
= El

Power fail
Power reslore
5 Output abnormal Alarm
6 Recover from oufput abnormal Alarm
QOverload 3
Recover from overload 3
9 Bypass abnormal Alarm
10 Recover from bypass abnormal Alarm
1 Turn UPS output off Alarm

12  Tum UPS output on Alarm
UPS shutdown Va ]
Recover from UPS shuldown

15 Charger abnormal Alarm
416  Charger back to normal Alarm
17 UPS system off Alarm
18  UPS system on Alarm
19 Fanfail Alarm
20 Recover from fan fail Alarm
21 Fuse fail Alarm
22 Recover from fuse fail Alarm
23 UPS general fail Alarm
24 UPS recover from general fail Alarm
25 Waiting for the input power return Alarm
26 Input power returned Alarm
| 27 UPS count down fo Alarm 2 ]

5.15 Device >> Management >> Communication

Select a serial interface from this web page to communicate with the UPS. The
default value is Auto-Scan, UPSentry 2012 will detect the connected UPS

automatically and keep the searched port in the configuration file.

@. _ )| @ hitp//127.00 1 home asp o-BeX |LQ+UPSQWYGM Iq‘ UPSenty Cloud

% Home [ Logout |English [=]
A UPSentry 2012
| hELTd The power behind competitiveness

| Systern Time : Thu 05/17/2012 PM 05:35:24

ups ST Notfication

Communication o Device » Management » Communication
Configure |Wcam.n‘

Control COM Port: _fl‘DM‘i B
Weekly Schedule
Specific Schadule

o

’}.
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5.16 Device >> Management >> Configure
This page is used to configure the major functions, they are: Shutdown, message

notify, Run external command and manageable.

= =l ﬂ
aw ‘Q) http://127.0.0.1/home.asp D~ X ” @ UPSentry 2012 x L J s ¢ so3
y Home [ Logout |English [=] | =
‘ A nerta U Saritiy 2012
L ) B The power behind competitiveness
|  Monitor | Device | System | Systemn Time - Wed 06/13/2012 PM 06:32-10
ups | Motification
Communication Device » Management » Configure
Configure [ ] | Shutdown ‘ | Reaction |
Control 08 Shutdown Type: [ Shutdown [+ 7] Notify Message
Weekly Schedule UPS Shutdown Delay: 120 sacond(s) Periad: 0 second(s)
Specific Schedule Enable Event o5 ﬁ“"‘:e‘?c";l“dgf"“ I Execute Command File
1 & PowerFail 300 second(s) i E
2 [ Battery Low 30 second(s) File:
3 [ Overoad 60 sacond(s) Run before Shutdown: 120 second(s)
—_— 4 [ OnBypass 600 second(s) Submit |
—_——
5 [  Schedule Shutidown 300 second(s}
Schedule Shutdown Manageable ‘
¥ Sendthe Smart Shutdown SNMP Trap [¥] Allow the UPSentry 2012 to be managed by an
before Shutdown: 120 second(s) authenticated manager
Submit
[Suboit
Note: The suthenticsted mansger can be & centralized mansgement
software. Ensbie this option to integrate the UPSentry 2012 in the
power mansgement environment.

Select the Shutdown Type to determine the way to shutdown the operating
system. There are Shutdown, Power Off and Hibernate types and the default
value is Shutdown.

Now we should continue to determine the shutdown delay time for the
following 5 power events: Power Fail, Battery Low, Overload, On Bypass and
Schedule Shutdown. If the power events recover during countdown then the
operating system will cancel the shutdown process, the host will not be
shutdown.

Reaction

Enable the Notify Message to pops up a message box once UPSentry 2012
detects there is an UPS event change. Assign the period value to report the

message periodically, set a 0 to the Period will show the message only once.
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Enable the Execute Command File to run an assigned external file before
shutdown. Set a value to the Run Before Shutdown to inform UPSentry 2012
when to launch the assigned executable file.

Manageable

Select the Allow the UPSentry 2012 to be managed by an authenticated
manager option to let the UPSentry 2012 reply the query from any
authenticated manager. The authenticated manager can be a centralized
management software. After collecting the UPSentry 2012 and
ShutdownAgent information, the authenticated manager can provide a

comprehensive list of all of the UPSentry 2012 and ShutdownAgent.

In fact, the authenticated manager communicate with the UPSentry 2012

through SNMPv3 with the first default account in the SNMPv3 USM list. If the

Allow the UPSentry 2012 to be managed by an authenticated manager

option is enabled then the permission of “manager” account changes to
“Read/Write" , otherwise the permissionis “Disable” .

The default setting of Allow the UPSentry 2012 to be managed by an

authenticated manager optionis “enabled”

5.17 Device >> Management >> Control
This page is used to configure the major functions, they are: Shutdown, wessage

notify, Run external command and manageable.
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=

a- || @ hp /12700 1/home asp £ - B¢ x| @ upsentry Cloud L |
i % Home [7|Logout Engish |=] | *
- BArera U Sertioy 401
The power behind competitiveness
Monitor | Device System Time - Fri 05/1872012 PM 05:20:34
ups | Notification
Communication Device » Management » Control
Configure ‘ Local Control | | Forward Simulation Trap |
Control [ ] |
Cancel Countdown | Power Fail ‘ Power Restore =

Wekudy Selheshile Mote: The forward simulation trsp will send the related trap of
Pause Notify Messa ote: The forward simulation trap will send the related trap
|Ml Deliav4 MIE to the sssigned SNMP Trap List.
Specific Scheduls
Note: Pause Notify Message will stop pop up the messsges until nest
time the ststus changes.

v ‘ Remote Control ‘

o— | Cancel Shutdown
—

Note: Send the Cancel Shutdown SNMP trap o the assigned target
hosts,

Local Control

Press the “Cancel Countdown” button during the countdown shutdown
process to stop counting down. Press the button again to resume the
shutdown process.

In addition to select the Resume Countdown menu item to continue the
countdown process, when the shutdown event changes will start a new
countdown process.

Press the “Pause Notify Message” to pause the notification message. The
message will resume again when the UPS status changes.

Remote Control

Press the “Cancel Shutdown” button to send the Cancel Shutdown trap to
all of the SNMP Trap target hosts to stop the shutdown process.

Forward Simulation Trap

Press the “Power Fail” button to send the simulated power fail SNMP trap to
the assigned Trap target IP addresses.

Press the “Power Restore” button to send the simulated power restore

SNMP trap to the assigned Trap target IP addresses.
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5.18 Device >> Management >> Weekly Schedule

Go to Device >> Management >> Weekly Schedule to arrange a weekly
schedule for the UPS. You can select No Action, Shutdown, Restart, 10-Second
Test, and set up what day and what time you want the action to be executed.

Note: The priority of a specific schedule is higher than the weekly schedule.

= [ E [ |
a- || @ http,//172.16.186.104 /home asp p-ex || & UPSentry Cloud x u B
% Home 3 Logout  English [x]
‘ A S UPSentry 2012
The power behind competitiveness |
|

System Time : Wed 05/2372012 PM 02:17:49

ups Notifcaton

Communication Device » » Weekly

Cenfigure | Weekly Schedule |

Control Action SUN | MON | TUE | WED | THR | FRI | SAT | Time
1 | Shutdown 0 i) ] ] i) i = 21:00

Weekly Schedule 3 i ] s i - i
5 Restart =] E ] ] ] = & il 07:00

Specific Schedul _ . _ o _ .

peric Shedule 3 10-Seconds Test[] O @ ©§ ®E O B O 1w
4 No Action = ] (i ) ) ] (i i 00:00
5 No Action [=] | H = = | H H 00:00
& Mo Action [=] 0 O L L 0 O il 00:00

= 7 No Action =] (] ] = = (] ] = 00:00

a No Action =] [} [} ] L [} [} [ 00:00

Submit

5.19 Device >> Management >> Specific Schedule
Go to Device >> Management >> Specific Schedule to arrange a specific
schedule for the UPS. You can set up a specific date (MM/ DD/ YYYY) and time

(hh:mm) for a specific action (Stop Action, Shutdown, Restart, 10-Second Test,

Deep Battery Test).
Note: The priority of a specific schedule is higher than the weekly schedule.
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M == lﬂ b
Q. )| @ 1117216186304 /n0me asp p-ox H & UPSentry Cloud = u A
% Home [7Logout |Enghish [=] | *
‘ A acita UPSentry 2012
The power behind competitiveness
|  Device System Time : Wed 05/23/2012 PM 02:18:07
ues Noication
Communication Device » » Specific
Configure | Specific Schedule |
Control . Date(MM/DD/YYYY) i\ Time(hh:mm) Action L
1 06/01/2012 12:00 | Deep Battery Test[=]
Weekly Schedule o =
2 00/00/2000 00:00 ‘Stop Action [=]
Spdeiic Schisluld (@) 3 00/00/2000 0000 Stop Action =l
4 00/0072000 00:00 [Stop Action [=]
. 5 00/00/2000 o000 Stop Action [~]
- j’ 6 00/00/2000 ooon [Stop Action =
= )_)’ 7 00/00/2000 00:00 StopAcion  [x] L
] 00/00/2000 o0op [StopAction  [+]
9 00/00/2000 00:00 [stop Action _ [=]
10 00/00/2000 [T StopAction  |¥]
i 00/00/2000 00:00 [Stop Acion  [=]
12 00/00/2000 00:00 [StopAcion  [=]
| 13 00/00/2000 00:00 | Stop Action [=] -

5.20 Device >> Notification >> SNMPv1 Access

The UPSentry 2012 supports SNMP protocol and SNMP NMS (Network
Management System), which are commonly used to monitor network devices for
conditions that call for administrative attention. To prevent unauthorized access,
you can specify the NMS IP addresses that are allowed to access, their community

strings and access levels. The maximum number of IP entries is 255.

] B [ |
en _w| @ hito//172 16,186,104 /home asp p-ox H & UPSentry Cloud x ke T

% Home [ Logout |English E[
‘ A AEETA UPSentry 2012
|

The power behind competitiveness |

Device | System | System Time : Wed 05/23/2012 PM 02:18:21
UPS  Managemont
SNMPv1 Access [+] Device » Notification » SNMPv1 Access
SMMPvE USM SNMPv1 Access Table l
»
e SNMP Port. 161 Download MIB:  UPSentrv Cloud
Mail Server E—
IP address 0.0.0.0 represents it slows o receive the
Access 1P !],ﬂ,ﬂ 0 SNMP packeis from any host.
SMS Community; public
Permission:| Read Only [
Wake On LAN S
Update | | Delete
i IP Address Community i Permission
,f 1 e public Read Only
<4 2 172.16.186.21 public Read/Write
= y)} 3 172.16.186.102 public Read Only
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5.21 Device >> Notification >> SNMPv3 USM

SNMPv3 offers features such as the encryption of packets and authentication to
improve security. The SNMPv3 USM (User Session Management) allows you to
assign 32 User Names whose access is granted via SNMPv3 protocol. You can also
define their respective Security Levels, Auth Passwords, Priv Passwords and
Permission.

The first one account cannot be deleted, to disable it please go to the Device >>

Management >> Configure web page then uncheck the manageable option.

.
P %
a. || @ htte /17216186104 /home asp p-ex || & UpSentry Cloud i 2 8

% Home [ Logout |English _E]. ‘:
‘ ﬁ AELTA UPSentry 2012
' |

The power behind competitiveness
System Time - Wed 052312012 PM 02-18:36

UPS M
SNMPv1 Access Device » Notification » SNMPv3 USM
SNMPY3 USM o | swmpva usm |
Context Name: cn1027
SNMP Trap
i Auth Protocol: MD5 Priv Protocol: CBC-DES
Mail Server Submit
SMS User Name: manager Security Level: [Auth, Priv_ [=] EI
Auth Password: === Priv Password: ===
Wake.Dn LN Permission: Read/Write [ =]

| Add
User Name Security Level Auth Password Priv Password Permission
1 fhanaget Auth, Priv rrrann evsve—— ReadWrite
.
_ 2 jesse Auth,Piv. -~ T T Read/Write
[ S ¥ ;
3 nelson Auth,Priv. e Akt Read Only

5.22 Device >> Notification >> SNMP Trap

SNMP Trap alerts users to event occurrences in your monitored environment. To
enable SNMP Trap, you must add Target IP addresses to the Target IP list. Specify
the Community String, Trap Type, MIB, SNMPv3 User Name(If the Trap Type is
SNMPv3), UDP port, and Event Level, and click Add. If you wish to update or
delete a Target IP address, specify the IP address in the Target IP list, and click
Update or Delete. You can add up to 255 SNMP trap target hosts in the list.
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= [ E [ |

a‘ ‘|Q) http://172.16.186.104/home asp DX || & UPSentry Cloud Ty S fad

\

% Home [7j Logout |Engish [=] | *

The power behind competitiveness |
System Time : Wed 05/23/2012 PM 02:18:51

uPs

SNMPV1 Access Device » Nofification » SNMP Trap
SNMPVE USM | SNMP Trap Target List !
SNMP Ti .
e ° Target IP: 172.16.186.10 Community String: public
Mail Server Trap Type: | SNMPv1 [+] MIB: | UPSvd [=]
Send Trap: | Once E' Trap Port 162 L
SM3 SNMPv3 User Name: Event Level: | ShutdownAgent 2012 [=] g
The User Name must match with the same field in the
Wake On LAN SNMPV3 USM fable. SNMP Port for ShutdownAgent 1610
Add || Update || Delete
Community Port MiB Type Event Level SNMPv3 User
1 public 162 UPSv4 vi ShutdownAgent 2012
_ 2 ublic 162  UPsSv4 vi ShutdownAgent 2012
= pud A9
3 public 162 UPSvh vi Alarm

Note: The UPSentry 2012 provides SNMPv1, v2c and v3 traps to satisfy most
of customers’ environments. If you use the SNMPv3 trap, please provide one
of the user names in the SNMPv3 USM table.

You can determine what event notifications should be sent to the Target IP(s)
from Event Level. Three Event Levels are listed as follows:

Information: All event notifications are sent to the target address.

Warning: Both Warning and Alarm event notifications are sent to the target
address.

Alarm: Only Alarm event notifications are sent to the target address.

You can go to Device — Management — Event Level to change the event
level.

ShutdownAgent 2012: All of the power events will be sent to the assigned
ShutdownAgent to inform the complete current UPS status and state.
Meanwhile, UPSentry 2012 collect all of the ShutdownAgnet 2012 information
through the SNMPv3  “manager” account then display them in the Monitor

>> Information >> ShutdownAgent web page.
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5.23 Device >> Notification >> Mail Server
The user can set up the SMTP Server and the e-mail receiver so the designated
recipient can receive the e-mail notification from the UPSentry 2012 whenever a

power event occurs.

==

a‘ .‘q, http://172 16,186 104/hame asp DroX || & UPSentry Cloud ok T

% Home [ Logout |English [=] |

The power behind competitivensss |

System Time : Wed 05/23/2012 PM 02:19:07
UPS M
SNMPv1 Access Device » Notification » Mail Server
SNMPYE USM | Mail Server Configuration
SNMP Trap
} SMTP Server Name or IP: tntex1.delftaww.com (51 bytes max.)
Mail Server [»] Account: 'jesse.zhuo (32 bytes max.)
Password: sessssssss (16 bytes max.)
SMS
|_ Submit
Wake On LAN Mail List
Receiver: jesse zhuo@delta com.tw
Event Level:[Waming  [+]
v Add || Update | [ Delete | [ Teste-mail
= g Receiver Event Level
1 jesse 2h L4 Warning

2 nelson.hsich@delta.com.tw Alarm

SMTP Server: This is the hostname of a SMTP Mail Server used to send the
email message from the UPSentry 2012.

Account: The SMTP server login account.

Password: The Mail Server’ slogin password belong to the assigned account.
Add, Update, Delete: Add, edit or remove the email address that you wish the
UPSentry 2012 to send an e-mail to.

5.24 Device >> Notification >> SMS

To send the SMS message to your mobile phone, you have to connect a GSM
modem to your computer through a RS232 COM port. UPSentry 2012 send
the SMS through AT command by PDU format. Any GSM modem that support

the following 3 AT commands will be able to work with UPSentry 2012:

AT
AT+CMGF
AT+CMGS
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GSM Modem: You have to assign a COM port which is physically connect to

the GSM modem.

Mobile Phone Number: Add, edit or delete the mobile phone numbers in the

list.

-

Q. 7 3| & http://172.16.186.104/home asp p-ex H & UpSentry Cloud

e

{nt s 22

UPSentry 2012

‘ A nerra
\

System |

Device » Notification » SMS

o odem |

Device |

UPS Management

SNMPv1 Access

% Home  [J] Logout |English |=|

The power behind competitiveness |

System Time : Wed 05/2372012 PM 02:19:25

SNMPV3 USM
SNMP Trap COM Port: [COM3 [x] Baud Rate: |9600 [x]
Mail Server
Mobile Phone Number
M ° Phone Number: 0939371715
Wake On LAN Event Level: | Information [x ]
Update | [ Delete
Mobile Phone Number Event Level
1 HEECETATALS Information
_'f 2 0082790372 Alarm
. Yy

5.25 Device >> Notification >> Wake On LAN

Wake On LAN function can start up clients’

PCs from network with MAC address,

and you can set up at maximum 256 MAC addresses. The configuration can wake

up clients’

PCs after power restores or the UPSentry 2012 starts up

= [ B S |

a‘ _ _‘.‘ @ hitp,/172.16.186.104/home asp p-cx || & Upsentry Cloud

*

o, g
LSS a0

UPSentry 2012

‘ A nerra
|

upPs

Management

Device » Notification » Wake On LAN

WOL Host List

SNMPv1 Access

% Home [ Logout |Engiish [=]

The power behind competitiveness |

System Time : Wed 05/23/2012 PM 02:19:32

SNMPY3 USM i
SNWP Tiop T [EOE___
MAC (01-306-30006-30¢-301): 00-20-A5-07-CA4-32
Mail Server Delay: 3 minute(s)
o Wake Up Condition: [¥] Power Restore [¥] System Startup
[ upaate |
Wake On LAN [+]
! MAC Delay Restore Startup
i oz 00-20-A5-07-C4-32 3 Yes Yes
‘ 2 3F-DHCP 21-3A-09-4C-83-T7 0 Yes Yes
7 3 Eng-HP-Web 02-83-45-CB-8A-91 3 Yes Yes
- 4
L —— 4 B
= 4
Copyright € 2012 Delta Electronics, Inc. All Rights Reserved
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5.26 System >> Administration >> Information

Here to assign the system information for the UPSentry 2012, including

Installation Date, Location and Description.

Web

Batch Configuration

| (5]
a‘ 7 |Q3 http://127.0.0.1/home.asp P-BdX H & UPSentry Cloud l J B A
x Gouogle - !E2. pEE- E28E» o @ JesseZhuo- X -
( {3 Home [ Logout |Engiish []
A SEEA UPSentry 2012 _ -
L The power behind competitiveness |
| System Time - Fri 05/18/2012 PM 11:45:16
Information ()] System » Administration » Information
Login User | Information |

System Name: SW-Server-IBM
System Contactor: Jesse
System Location SWrRad.ﬂ
Instaliation Date: 05718/2012 (MM/DDIYYYY)

Description:

Submit

5.27 System >> Administration >> Login User

You can manage the login authentication for web interface by assigning 3

different level of users’ account and password.

The access permission for the account types are listed as follows:
Administrator: Permitted to modify all settings.
Device Manager: Permitted to modify device-related settings.

Read Only User: Only permitted to observe UPSentry 2012 status.
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P-BCX || & UPSentry Cloud

r
G- )| @ hip /127001 /rome asp

< |l

E=

P

i B 27

‘ A AELTA
|

UPSentry 2012

The power behind competitiveness |

{%y Home [ Logout |English E[

System Time : Fri 05/18/2012 PM 05:23:26

Information System » Administration » Login User
Login User 0o | User Manager |
. Account Name Password
. Friede (16 chars max) {16 chars max)
Batch Configuration 1 Administrator admn ~ sssssess
2 Device Manager devi,e 0 sessssss
2 Read Only User user  essssses
A
b
3 . -
¥
&= v
- pyrig 01 Inc. All Rights Reserve

5.28 System >> Administration >> Web

This menu lets the administrator enable or disable the HTTP/HTTPS

communication protocols available in the UPSentry 2012.

@' ; "|Q http://127.0.0.1/home.asp

£ - B¢ x| @ psentry Cloud

 l

—

NS D
Lt 2.8 522

‘ A nera
\

g Web Refresh Period 3
==

J
ql
4

UPSentry 2012

(%t Home [ Logout | English E[

The power behind competitiveness
Systern Time : Fri 05/18/2012 PM 05:23:43

| Administration |

Information System » Administration » Web

Login User ‘ Configure Web ‘ SSL Certificate

f &

Web ) HTTP. @ Enable © Disable Cerificate Fller[PEM format):

Batch Configuration S @ Enable © Disable Updste the cerfficated file which is genersted by openssl for
new SSL conne ctions.

HTTP Port 80
HTTPS Port: 443

Seconds

tics, Inc. All Rights Reserved

HTTP:

Enabling or disabling the HTTP connection with the UPSentry 2012.

HTTPS:

Enabling or disabling the HTTPS connection with the UPSentry 2012,

HTTP Port:
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The user may configure HTTP protocol to use a port number other than
standard HTTP port (80).

HTTPS Port:
The user may configure HTTPS protocol to use a port number other than
standard HTTPS port (443).

Web Refresh Period:
The period of time to update the monitoring web pages. The range is
1~9999 seconds.

SSL Certificate:
To ensure connection security between the UPSentry 2012 and the
connecting workstation, SSL certificate can be used to encrypt and secure
the integrity of transmitting data.
Certificate File: This allows you to replace your own SSL certificate file. The
UPSentry 2012 supports PEM format which is generated by OpenSSL. Click

Choose File to upload a certificate file.

5.29 System >> Administration >> Batch Configuration

The UPSentry 2012 provides batch configuration to allow quick and effortless

setup on multiple UPSentry 2012 hosts. You can duplicate settings by

downloading the configuration file from the UPSentry 2012 that you have

successfully configured, and upload the configuration files on other hosts.

Download:

Download the config.ini for you to store or edit the configuration file.
Upload:

Upload the configuration file to UPSentry 2012 to apply the change

immediately.
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p- gcx‘quPSentryC\cud xu {or w7 2
% Home [ Logout [English [=[ | *

UPSentry 2012
The power behind competitiveness
System Time -

Information System » Administration » Batch Cs i
Login User System Configuration ‘
Web Configuration File:

Batch Configuration

Upload

DescriptionThe batch configuration is used o configure all of the
system paremeters al one ime. Please follow the following
steps to complete the process:

r Step1  Press the Download button to download the configure.ini
. file which includes all of the system parameters.

Step2  Please foliow the file format, There must has a [Section]
bafore item_name=item_vslue and the Iast line must be
[End] section

i

Stepd  Edit the configureini fle by the text edit software. Remove
the ftems which you don't want to be changed. just leave
the items which you want to configure.

Stepd  Select the modified configure.ini file snd prass the Upload
button o upload the file.

Step5  Wait for about 10 seconds for the system to update the
changes.
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6. 2008 Server Core Setup for UPSentry 2012

While installation the UPSentry 2012 in the 2008 server core, it requires the
following commands to transfer the file and add some rules for firewall.
1. Disable firewall:
netsh advfirewall set allprofiles state off
2. Enable firewall:
netsh advfirewall set allprofiles state on

3. Add a remotely shared directory:

net use e: \\<ip address>\e
4. Open the SNMP Trap UDP 162

netsh advfirewall firewall add rule name="SNMPTrap" protocol=UDP dir=out

localport=162 action = allow

5. Open SNMP Server UDP 161

netsh advfirewall firewall add rule name="SNMPServer" protocol=UDP dir=in

localport=161 action = allow

6. Open the HTTP TCP 80

netsh advfirewall firewall add rule name="HTTP" protocol=TCP dir=in localport=80 action

= allow
7. Open HTTPS TCP 443

netsh advfirewall firewall add rule name="HTTPS" protocol=TCP dir=in localport=443

action = allow

Firstly, put the UPSentry-2012-Setup(x64).exe setup file in the 2008 server
directory. If there is no CD-ROM you can set the “Disable firewall” command,

"Add a remotely shared directory” command then copy the file from your PC to
the 2008 server. Don’ t forget to set the “Enable firewall” command when
complete.
Secondly, follow the chapter 2 to install the UPSentry 2012 in the 2008 server. The
last step is use the open HTTP/HTTPS, SNMP Trap/Server port commands to open

the necessary which you want.
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You can easily run the UPS-Config.exe to configure the basic networking

parameters for the web and SNMP network protocols after installation.

-
1 Ch\Program Files\UPSentry 20123UPS-Config.exe

.SNMF Server Por

HITP:

HITPS:

-HITF Port:

.HITPS Port:

.Manageabhle:

.Bave

.8et Fipewall

-Restart UPSentry Service
-Exit

Please Enter Your Choice =3>

[ )

i

Select [8] to help you to insert or remove a firewall rule for the UPSentry 2012.

-

B ' ChProgram Files\UPSentry 2012\UPS-Config.exe

-SNMP Server Por

-HITP:

-HITPS:

HITP Port:

.HTITPS Port:

.Manageahle:

-Save

.8et Fipewall

-Restart UPSentry Service

-Exit
Please Enter Your Choice => 8
e’ 11l help to insert or remove the firewall

Please Enter Your Choice =2

rules of UPSentry 2012 for you,

Do you want to insert or remove the firewall? [Ilnsert.

|| B |t )

[Rlemove
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7. XenServer Setup for UPSentry 2012

To install the UPSentry 2012 in theCitrix XenServer, please see 2.2 For Linux in
chapter 2 Installation/ Uninstallation.
To configure the basic networking parameters including the Xen firewall, please

see chapter 3 Console Configuration.

7.1 Install PV driver for Guest OS
To shutdown the guest OS from XenServer, you need to install the PV driver

for all of them so as to inform the guest OSes shutdown smoothly.

7.2 Configure UPSentry 2012 for Xen
The only thing that you need to do is to estimate the period of time during
shutdown all of the guest operating systems which run in the XenServer. Then

1. Login to the web interface of UPSentry 2012 and the account level should
greater than or equal to device manager.

2. Goto the Device >> Management >> Configure web page and fill the
estimated time in the Run Before Shutdown field of the Reaction group.

- (= )

G- : |q; http:/172.17.186.3/home.asp PD~BoX H Q) UPSentry Cloud I ‘ ok

| S Home [ Logout Engen [=] | 7]
A UPSentry 2012

| 4\ nELTA

The power behind competitivessss: |
|  Monitor Device | System | System Time : Fri 05/18/72012 PM 11:48:35
M Notification

upPs

Communication Device » Management » Configure

Configure 0 Shutdown | Reaction |

Control 0S Shutdown Type: | Shutdown [ | [¥] Notify Message

Weekly Schedule UPS Shutdown Delay: 120 second(s) Period: 0 second(s)

Specific Schedule Enable Event g8 ﬁmedcmsnf'w [Z] Execute Command File
’ . — - i /usr/local/upsentry/ »

&
1 [ PowerFail 300 second(s) i s
2 [ Battery Low 30 second(s) File: =
3 [ Overload 60 second(s) I Run before Shutdown: 120 second(s}
=) s r
L 4 [ Schedule Shuidown 300 second(s) Submit |

Schedule Shutdown =

3. We have built the command.Xen script file to shutdown the guest OSes, so
you have to change the file name from command.ESX to command.Xen in
the Execute Command File. Please then check the Execute Command File

checkbox to enable shutdown the guest OSes.
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o

- { Home [ Logout
|

)| @ hitpy//172.17.186.3/home.asp o-Bex || & UPSentry Cloud x

The p behind petiti 5|
Monitor Device System Time : Fri 05/18/2012 PM 11:48:35
uPS TP Notification
Communication Device » Management » Configure 1
Configure ] Shutdown ‘ Reaction
Control 0S Shutdown Type: ;’_§ﬁhi&éw"'h]3] Nofify Messaga
Weekly Schedule UPS Shutdown Delay: 120 second(s) Period:- 0 second(s)
Specific Schedule ! Enable : Event ;98 ;’;‘g&m;ﬂﬂ Execute Command File ™
1 Power Fail 300 second(s) :; :;:;’; ;;j:z;;s;;“;::" .
2 Battery Low an second(s) File: -
3 Overload 60 second(s) Run before Shutdown: 120 second(s}
4 Schedule Shutdown 300 second(s)

Schedule Shutdown

4. Press Submit button to update your changes.
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8. Linux KVM Setup for UPSentry 2012

To install the UPSentry 2012 in the Linux server, please see 2.2 For Linux in chapter
2 Installation/ Uninstallation.
To configure the basic networking parameters including the firewall, please see

chapter 3 Console Configuration.

8.1 Install libvirt Tools for KVM

To shutdown the guest OS from Linux server, you have to install the libvirt.

UPSentry 2012 calls the virsh to shutdown the running guest OSes.
8.2 Configure UPSentry 2012 for KVM

The only thing that you need to do is to estimate the period of time during
shutdown all of the guest operating systems which run in the KVM server.

Then
1. Login to the web interface of UPSentry 2012 and the account level should

greater than or equal to device manager.
2. Goto the Device >> Management >> Configure web page and fill the
estimated time in the Run Before Shutdown field of the Reaction group.

=] B |
a‘ | Q) http://172.17.186.3/home.asp £

P~RdX || & UPSentry Cloud

a

(% Home [ Logout |Engish [v]| & =

|  Monitor
uPs

Communication
Configure
Control

Weekly Schedule

Specific Schedule

-

UPSentry 2012

: A nerma
|

System |
Notification

Device |

Device » Management » Configure

L+ Shutdown

08 Shutdown Type: | Shutdown []

UPS Shutdown Delay: 120 second(s)

0S8 Shutdown Delay

Enable Event (in seconds)

.‘I [ Power Fail 300

2 [¥] Battery Low 30 second(s)
3 ™ Overlpad 60 second(s)
4

[¥]  Schedule Shutdown 300
Schedule Shutdown

second(s)

second(s)

The power behind competitiveness
Systemn Time : Fri 05/18/2012 PM 11:48:35

| Reaction \

[¥] Notify Message

Period- 0 second(s)

[T Execute Command File

fusr/local/upsentry/ =
command/ command . ESX
File:

Run before Shutdown: 120

S

second(s)

3. We have built the command.KVM script file to shutdown the guest OSes,

so you have to change the file name from command.ESX to command.KVM
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in the Execute Command File. Please then check the Execute Command File

checkbox to enable shutdown the guest OSes.

[E=EE =)
G'- )| @ htp /7217186 3/home asp £ - B O X || @ Upsentry Cloud x A
(& Home [ Logout [English [=] | *
A nerma UPSentry 2012
The p behind p ess |
| Device | System | System Time : Fri 05182012 PM 11:48:35
ues Notncaton
Communication Device » Management » Configure -
Configure [+] Shutdown | Reaction J
;e
Control 08 Shutdown Type: | Shutdown [ | | Notify Message
Weekly Schedule UPS Shutdown Delay: 120 second(s) Period- 0 second(s)
Specific Schedule ! Enable | Event { o8 agit:cmsnflw Execute Command File ™
- z 7 /usr/local/upsentry/ =
1 Power Fail 300 second(s) b na/ canben Vi
2 [ Battery Low 30 second(s) i =
‘E 3 Overload 60 " second(s) Run before Shutdown: 120 second(s)
—_— 3 4 [7 Schedule Shutdown 300  second(s) Submit
== ) .
- Schedule Shutdown i =

4. Press Submit button to update your changes.
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9. Work with the ShutdownAgent 2012

1. Open the UPSentry 2012 property from Windows task bar to get the IP

address of the server.

-
UPSentry - Property

Host Information

Creneral |
System
UPSentry Language:
02.01.01 English T

1P Address= emBebmmBles4a2:6265%10
[10.0.10.33
TTBUTETIC20 a5b2 3630928
102.168.56.1
Host Name= TWTNINBO0S7
Web
; Port= 80
;
- VIHTTPS  Port= 443
S _:J
R 7

Login Account...

(

B HH

] [ I

2. Login to the ShutdownAgent 2012 web and add the SNMP IP address and the

trap port as the following to receive the SNMP trap from the UPS

entry 2012.

e
e‘ 7 '|Gs http://127.0.0.1/home.asp P-BeX || & SNMP ShutdownAgent 20._ ¢ | @) InsightPower SNIMP [Pu6 for .. 1} 3.0 o1
i % Home [7Logout |Engiish |v] =l
A SNMP ShutdownAgent 2012
! RELTA The p behind competitiver
|

| Monitor Device | System | System Time : Wed 01/11/2012 AM 10:59:16
P s
Configure [} Device » Host » Configure
Conirol
¥ Shutdown " Source IP
Forward Trap Shutdown Type: |Shutdown [=] Receive Trap Port: 162
TR Purpose: @ For Redundant {Logical OR)
) utdown y =
Enable Event {in seconds) © For Parallel (Logical AND)
1 @ Power Fail 300 second(s) £
h 2 @ Bafery Low 30 SeE] Source Trap IP- 10.0.10.33
— e Community” public
3 5} Overload 60 second(s) L
@ SNMPv3 User:
4 7 Smart Shutdown 30 second(s)
= Update | [ Delete
Mote: Leave the community empty will accept any community sring.
Leave the SNMPv3 User empty will acoept all of the users in the
SNMPv3 USM table
¥ Reaction
- IP Address | Community SNMPV3 User
Notify Message 1 £z TG
Period: 60 second(s)
[l Execute Command File P Manageable L
c:\windows\notepad.e = [¥] Atiow the ShutdownAgent to be managed by an
xe authenticated manager.
e k
Run Before Shutdown: 300 second(s) Note: The suthenicated mansger can be a SNMP card or &

Gentralized management software. Enable this option 1o integrate the:
s ;
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3. Open the ShutdownAgnet 2012 property from Windows task bar to get the IP

address of the server.

i " 3
Shutdown-Agent - Property M
Creneral |
System
Shutdown-Agent Language:
00.00.0e English -

Host Information

IP Address= :
10.0.10.14

esu:: e
169.254.120.172

54a82:62e5%10

:9c5d:78ac%26

Host Name= jesse-zhuo-nbl

o3

Web
F2

Port= 80

VIHTTPS Port= 443

Login Account...

(5

A

4. Back to the UPSentry 2012 web page, add the IP address of ShutdownAgent
2012 to the SNMP Trap table. Please select the “ShutdownAgent 2012" for
the Event Level and UPSV4 or UPSV5 as the Trap MIB.

5. If you enable the manageable option in the ShutdownAgent then you can

observe all of the shutdown status, countdown timer and shutdown reason

from the UPSentry 2012. The web page is on the Monitor >> Information >>

ShutdownAgent.

@‘ ‘QB hitp:/

//127.0.01/home asp L~BeX H & UPSentry Cloud

= [ B [
x 1J n f

‘ Ane

ups

SNMPv1 Access

SMS

LTA UPSentry 2012
| System

Device » Notification » SNMP Trap

Management

‘ SNMP Trap Target List |

SNMPY2 USM

SNMP Ti I
rap ° Target IP: 10.0.10.14

Mail Server Trap Type:|SNMPv1 [x]

Send Trap:|Once [7]
SNMPv3 User Name:

(% Home  [] Logout E}‘_giTsﬁ E

The power behind competitiveness _

System Time : Fri 05/18/2012 PM 11:57:51

Community String: public
Mig:[UPSv4 ¥ ]
Trap Port: 162
Event Level:[ShutdownAgent 2012 =]

Wake On LAN SNMPv3 USM tabie.

The User Name must match with the same field in the

SNMP Port for ShutdownAgent 161

Update | [ Delete
y ommunity Port miB Type Event Level SNMPv3 User
1 |1 4001014 I public 162 UPSvA  vi ShutdownAgent 2012
_— y
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